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THONG BAO XU LY DU LIEU CA NHAN
NOTICE OF PERSONAL DATA PROCESSING
DPinh nghia va giai thich tir ngir
Interpretation of terms

HDBank: la Ngan hang TMCP Phat trién TP. H) Chi Minh, dugc thanh 1ap hop phép va hoat dong theo
Giay phép thanh I4ap va hoat dong ngan hang thuwong mai cd phan s6 26/GP-NHNN céap béi Ngan hang
Nha nudce Viét Nam ngay 12/02/2020.

HDBank refers to Ho Chi Minh City Development Joint Stock Commercial Bank, which was legally
established and is operating under the License of Establishment and Operation for joint stock
commercial banks No. 26/GP-NHNN issued by the State Bank of Vietnam on February 12, 2020.

Pon vi kinh doanh (“DVKD”): 1a chi nhanh, phong giao dich, cidc don vi ¢d chircc nang kinh doanh theo
quy dinh ctia HDBank trong tirng thoi ky.

Business Units (BUs) refer to branches, transaction offices, and units with business functions according
to regulations of HDBank in each period.

Thong bao xur ly dix liéu ca nhén (“Thong bdo”): la Thong béo xu Iy dit liéu cd nhan dwoc HDBank
théng bao cho Khach hang doi véi hoat dong xir Iy dit liéu c& nhan cua Khach hang tai HDBank.

Notice of Personal Data Processing (“Notice”) refer to Notice of Personal Data Processing that is
notified by HDBank to Customer in respect of the activity of Customer personal data processing at
HDBank.

Khéach hang (“KH”): 1a ¢4 nhén st dung cac san pham, dich vu tai chinh ngan hang do HDBank cung
cap, dong thoi 1a chu thé dix liéu, chu sé hitu thdng tin tin dung (tuy tung truong hop).

Customer refers to the individual using financial products and services provided by HDBank, who is
also the data subject and owner of credit information (case dependent).

Hop dong san pham, dich vu: 1a cac hop dong, thoa thuan bang van ban duoc ky két gitra HDBank véi
Khéch hang ké ca cac phu luc, tai liéu, vin ban dinh kém hop dong, thoa thuan nay 14 co s& dé HDBank
cung cép San pham, dich vu cho, bao gdm nhung khong gi¢i han hop dong tin dung/hop dong cap tin
dung, Gidy dé nghi kiém hop dong mo, s dung tai khoan thanh toan, san pham - dich vu (hoac mau
biéu c6 tén goi twong duong) Gidy d& nghi kiém hop ddng cap, sir dung thé tin dung (hodc mau biéu cé
tén goi twong duong),..

Products and service contracts refer to written contracts and agreements between HDBank and the
Customer, also including the related appendices, documents, and other attachments, this agreement is
the basis for which HDBank provides Products and Services for the Customer. Whereby, the Products
and Services contract, including but not limited to credit/credit extension contracts, Application cum
contract for opening and using current account and products - services (or other forms with similar
names), and Application cum contract for issuing and using credit card (or other forms with similar
names), etc.

San pham, dich vu: 1a cac san pham dich vu ma HDBank thuc hién, cung cap cho KH theo Gidy phép
thanh 1ap va hoat dong da dugc Ngan hang Nha nudc cip phép, bao gdm nhung khéng giGi han nhan
tién guri khong ky han, tién giri ¢6 ky han, tién gui tiét kiém va cac loai tién gui khéc; cap tin dung theo
cac hinh thirc cho vay, bao 1&8nh ngan hang, phat hanh thé tin dung, bao thanh toan trong nudc; mo tai
khoan thanh toan; cung ung dich vu thanh toan trong nuéc; dich vu quan ly tién mat, tu van ngan hang,
tai chinh; céc dich vy quan ly, bao quan tai san, cho thué ta, két an toan; dich vu mai gigi tién té; Phat
hanh chirng chi tién gui, ky phiéu, tin phiéu, trai phiéu dé huy dong vén theo quy dinh cua Luat cac to
chuc tin dung, Luat chimg khoan, quy dinh Chinh phu va huéng dan cua Ngan hang Nha nuéc; kinh
doanh, cung ng san pham phai sinh 13i suat; luu ky ching khoan; kinh doanh mua, ban vang miéng; vi
dién tu,...

Products and services refer to the products and services HDBank provides to the Customer based on the
License of Establishment and Operation issued by the State Bank of Vietnam, including but not limited
to demand deposits, term deposits, savings deposits, and other types of deposits; credit granting in the
forms of loans, bank guarantee, credit card issuance, and domestic factoring; current account opening;
domestic payment service supplying; cash management and finance banking consulting services; asset
management and storage and safe deposit box rental services; monetary brokerage services; issuance of
certificates of deposits, promissory notes, treasury bills, and bonds for capital mobilization in
compliance with the regulations of the Law on Credit Institutions, Law on Securities, regulations of the
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1.7.

1.8.

1.9.

1.10.

Government, and guidelines of the State Bank of Vietnam; trading and providing interest rate
derivatives; securities depository; trading gold bars; e-wallet, etc.

Dit li¢u cd nhan: 1a thong tin dudi dang ky higu, chir viét, chir s6, hinh anh, &m thanh hozc dang tuong tu
trén moi truong dién tur gan lién véi mot con nguoi cu thé hoic gitp xac dinh mot con ngudi cy thé. Dir
liéu c& nhan bao gom dit liéu c4 nhan co ban va di liéu ca nhan nhay cam.

Personal data refers to information in the form of symbols, characters, numbers, images, audio or
similar forms in the electronic environment, directly related to or can be used to identify a specific
individual. Personal data includes general personal data and sensitive personal data.

Dir liéu ca nhan co ban: Ho, chir dém va tén khai sinh, tén goi khac (néu c6); ngay, thang, nam sinh;
ngdy, thang, nam chét hodc mét tich; gisi tinh; noi sinh, noi dang ky khai sinh, noi thudng tré, noi tam
tra, noi & hién tai, qué quan, dia chi lién hé; qudc tich; hinh anh cia ca nhén, théng tin c6 duoc tir cac hé
théng giam sat an ninh, ké ca ban ghi am, ghi hinh ciia ca nhan thu dugc tir h¢ théng gidm sat an ninh
(may quay an ninh, CCTV); 30 dién thoai, 50 chung minh nhan dan, s6 dinh danh ca nhan, s6 ho chiéu,
s6 gidy phép lai xe, s6 bién 50 xe, s6 ma s6 thué ca nhan, s6 bao hiém xa hoi, sb the bao hiém y té; tinh
trang hdn nhan; thong tin vé mdi quan h¢ gia dinh (cha me, con céi); théng tin vé tai khoan sé cua ca
nhan; dir liéu ca nhan phan anh hoat dong, lich sir hoat dong trén khéng gian mang; cac théng tin khac
gan lién véi mot con ngudi cu thé hoac gitip xac dinh mot con ngudi cu thé ma khong phai 1a dir ligu ca
nhan nhay cam.

General personal data refers to last name, middle name, and first name according to the birth
certificate (if any); date of birth; date of death or going missing; gender; place of birth, birth certificate
issuing place, permanent and temporary address, current address, place of origin, and contact address;
nationality; information and images of the individual acquired from surveillance, including audio
records and footage of the individual acquired from surveillance (security cameras, CCTV); phone
numbers, ID card number, personal identification number, passport number, driver's license number,
license plate number, personal tax code humber, social security number, health insurance card number;
marital status; family information (parents and children); information on personal digital accounts;
personal data showing activities and activity log on cyberspace; other information directly related to or
can be used to identify a specific individual that is not categorized as sensitive personal data.

Dit ligu ca nhan nhay cam: la dit ligu ca nhan gan lién voi quyén riéng tw ciia c& nhan ma khi bi xam
pham s& gy anh huong truc tiép téi quyén va loi ich hop phap cua ca nhan gom: quan diém chmh tri,
quan_ diém ton gido; tinh trang stuc khoe va doi tu duoc ghi trong ho so bénh an, khong bao gdm thong
tin vé nhom mau; thong tin lién quan dén ngudn géc chiang toc, nguon gbc dan toc; thong tin vé& dic
diém di truyén dwoc thira hudng hoic ¢ dugc cua ca nhan; thong tin vé thugc tinh vat ly, dac diém sinh
hoc riéng cua c& nhan; théng tin vé doi sdng tinh duc, xu huéng tinh duc cua ca nhan; dit liéu vé toi
pham, hanh vi pham t6i dugc thu thap, luu trit béi cac co quan thuc thi phap luat; thdng tin Khach hang
cua té chirc tin dung, chi nhanh ngan hang nuéc ngoai, to chic cung wng dich vuy trung gian thanh toén,
céc t6 chirc duoc phép khac, gom: thong tin dinh danh Khach hang theo quy dinh ciia phép luat, théng
tin vé tai khoan, thong tin vé tién gui, thdng tin vé tai san g, thong tin vé giao dich, théng tin v& to
chuc, ca nhan 1a bén bao dam tai t6 chic tin dung, chi nhanh ngan hang, t chac cung ¢ng dich vu trung
gian thanh toan; dir liéu vé vi tri cia c4 nhin dugc xac dinh qua dich vu dinh vi; dit liéu c& nhan khac
dugc phap luat quy dinh 1a dic thd va can c6 bién phap bao mat can thiét.

Sensitive personal data refers to the personal data directly related to the privacy of an individual which,
when being infringe, will directly affect the legal rights and interests of the individual, including:
political view, religion and beliefs; health condition as stated in health records, with the exception of
blood type information; information on racial or ethnic origin; information on genetic characteristics
inherited or acquired by the individual; information on the individual’s biometric or biological
characteristics; information on sex life and sexual orientation of the individual; criminal records
collected and archived by law enforcement agencies; information on Customers of credit institutions,
foreign bank branches, intermediary payment service providers, and other approved organizations,
Customer information includes: Customer identification information according to regulations of the
law, information on accounts, deposits, deposited assets, and transactions, information on organizations
and individuals acting as guarantors at credit institutions, bank branches, intermediary payment service
providers; location data of the individual acquired by location services; other personal data categorized
as special and special protection required by the law.

X ly dit liéu c& nhan: 1a mot hoac nhiéu hoat dong tac dong t6i dir licu ca nhan, nhu thu thép, ghi, phan
tich, xac nhan, luu tri¥, chinh sira, cong khai, két hop, truy cép, truy xuat, thu hoi, ma hoa, gidi ma, sao
chép, chia sé, truyén dua, cung cap, chuyén giao, x6a, huay dit liéu c& nhan hoac cac hanh déng khac c6
lién quan.

Ma hiéu van ban: 02.QyD/QLRRHD Lan ban hanh:01 Trang 2/10



HDBank

Cam két loi ich cao nhét

1.11.

1.12.

1.13.

1.14.

1.15.

Diéu 2.
Article 2.
2.1.

Personal data processing refers to an activity or activities that deal with personal data such as
collecting, recording, analyzing, confirming, archiving, editing, disclosing, combining, accessing,
tracing, retrieving, encrypting, decrypting, copying, sharing, transmitting, providing, transferring,
deleting, and destroying personal data or taking other related actions.

Bén kiém soat dir liéu ca nhan: 1a to chic, ca nhan quyét dinh muc dich va phuong tién xir 1y di liéu ca
nhén.

Personal Data Controller refers to an organization or individual who determines the purposes and
means of personal data processing.

Bén xir ly dix liéu ca nhan; Ia‘té chire, ca nhan thuc hién viéq xu ly dit liéu thay mat cho Bén Kiém soét
dir liéu, thdng qua mot hop dong hoac thoa thuan véi Bén Kiém soat dit liéu.

Personal Data Processor refers to an organization or individual who processes data on behalf of the
Personal Data Controller via a contract or agreement with the Personal Data Controller.

Bén kiém soét va xu ly di ligu c nhan: 1a to chirc, ca nhan dong thoi quyét dinh muc dich, phuong tién
va truc tiép xt ly dit liéu ca nhan.

Personal Data Controller-cum-Processor refers to an organization or individual who determines the
purposes and means of personal data processing and also directly processes personal data.

Bén thur ba: 1 t6 chirc, ca nhan ngoai Chu thé dit ligu, Bén Kiém soét dir ligu ca nhan, Bén Xir Iy di ligu
ca nhan, Bén Kiém soat va xir ly dit liéu ca nhan dugc phép xu ly dix liéu ca nhan.

Third party refers to an organization or individual other than the Data Subject, the Personal Data

Controller, the Personal Data Processor, and the Personal Data Controller-cum-Processor who has the
authority to process personal data.

X I)’( dix liéu ca nhan tu dong: 1a hinh thac xir ly dix liéu ca nhan duoc thuc hién bang phwong tién dién
tir nham danh gia, phan tich, du doan hoat dong ciia mot con nguoi cu thé, nhu: thdi quen, sé thich, muc
d6 tin cay, hanh vi, dia diém, xu hudng, nang luc va cac truong hop khéc.

Automated personal data processing refers to a form of personal data processing performed by
electronic devices to assess, analyze and predict an individual’s activities, specifically: habits,
preferences, reliability, behaviors, location, trends, capabilities and other scenarios.

Xi ly dir liéu ca nhén

Personal data processing

Thu thap dir liéu c& nhén:

Personal data collection:

HDBank (bao gom ca Bén xu Iy dir liéu duoc HDBank sur dung) ¢6 the thu thap dit ligu ca nhan cua

Khéch hang trong qua trinh HDBank cung cp cac San pham, dlCh vu cho Khach hang va/hoac khi
Khéch hang yéu ciu tir cac ngudn cung cap dit liéu khéc nhau, bao gdm nhung khéng giéi han:

HDBank (including the Data processor that HDBank collaborates with) may collect Customer’s
personal data during HDBank’s provision of products and services to Customer, and/or when the
Customer requests, from a variety of sources, including but not limited to:

a.  Tu cac thong tin ma Khéach hang cung cap cho HDBank theo cac Hop dong san pham, dich vy,
hodc theo cac van ban/tai liéu khac, hodc theo cac chuong trinh khao sat, chwong trinh khuyén mai
ma Khach hang tham gia.

From the information provided by the Customer in the Products and Services Contract or in other
documents, or when taking part in customer surveys and promotions.

b. Thong qua céc trao doi bang 10i noi, van ban giita Khach hang véi HDBank va/hoic giira Khéach
hang vai céc to chuc/dai 1y dugc HDBank ay quyén, hop téc.

Through verbal and written communications between the Customer and HDBank and/or between
the Customer and organizations/agents that HDBank authorized and cooperated with.

c. Tu céc nha cung cép, bén cung cép dich vy, ddi tac, thuong nhan va cac bén thir ba, bao gébm
nhung khong giGi han cac bén tu van vé khao sat, truyén théng mang xa hoi, tiép thi, tham chiéu
thdng tin tin dung, ngin ngira gian lan, tap hop dit liéu, cc bén hd tro co s ha ting/trang thiét b,
va cac bén thir ba khéc lién quan dén hoat dong kinh doanh ctia HDBank.
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From HDBank’s suppliers, service providers, partners, merchants, and third parties, including but
not limited to surveys, social media, marketing, credit information reference, fraud prevention,
data aggregating agencies, infrastructure and facilities support providers, and other third parties
in connection with HDBank'’s business operations.

d. Tu cac Bén thi ba khac ¢ quan hé voi Khach hang, nhu nguoi st dung lao dong, dong so hiru tai
khoan, bén bao l&nh, bén cung cap céc bién phap bao dam, doi tac, quan ly.

From third parties connected with the Customer, such as employers, joint account holders,
guarantors, security providers, co-partners, co-directors, and co-shareholders.

e. Tur bt ky bén cung cap bao tin dung, bén cung cap thdng tin tham chiéu, céc co quan nha nuéc,
hoac tir bat ky nguon thdng tin cong céng c6 san nao khac.

From any credit reporting agencies, credit reference agencies, and governmental agencies, or
information obtained from any publicly available sources.

f.  Tu Ngéan hang Nha nudc Viét Nam, cac co quan co tham quyén khac tai Viét Nam hoac tai nudc
ngoai.
From the State Bank of Vietnam or other competent authorities in Vietnam or overseas.

g. Thong qua cac thdng tin, dir liéu lwu trir tr may quay gidm sat tai cac Pon vi kinh doanh cua
HDBank.

Through recorded footage from Closed Circuit Televisions (CCTV) at HDBank’s Business Units.

h. Tur hoat dong phan tich Khach hang khi Khach hang str dung cac San pham, dich vu cua HDBank,
bao gom nhung khéng gidi han cac giao dich tir tai khoan thanh toan, cac san pham tin dung tai
HDBank.

From analyzing the Customer’s usage of HDBank’s products and services, including but not
limited to transactions from current accounts, and credit products of HDBank.

i.  Théng qua céc tap tin dugc tao ra bai trang mang ma Khéch hang truy cap (cookie) hoic céc thiét
bi/cdng cu giam sat twong tu.

Via cookies or other similar tracking devices/tools.

j. Tir cac cac nguon thong tin cua bén thir ba ma Khéach hang dong y thu thap hogc nhitng nguon ma
viéc thu thap thong tin duoc phép luat yéu cau hoac cho phép

From third party sources, where the Customer has consented to the collection, or where collection
is required or permitted by the law.

2.2.  Muc dich xi ly dir liéu ca nhan Khach hang:
Purposes of customer personal data processing:
a. Dé xac dinh danh tinh va Iy lich Khéch hang; xac thuc va dinh danh Khéch hang;
For identity and background establishment; authentication and identification of the Customer;

b. D& tién hanh kiém tra véi co quan dang ky chong tin nhin rac, thu dién tir rac, cudc goi rac hogc
co quan dang ky khac (néu c0);

To conduct checks with the do not call or other registry (if any);

c. D& danh gia va xir Iy (cac) dé nghi/yéu cau ciia Khach hang déi véi bat ky san pham hoac dich vu
nao dugc HDBank cung cap hodc phan phoi (bao gom nhung khong gisi han ¢ nhiing san pham
cua bén thar ba chang han nhu cac chinh sach bao hiém);

To assess and process the Customer’s application(s)/request(s) for any of the products or services
offered or distributed by HDBank (including but not limited to third party products such as
insurance policies);

d. Dé danh gia tinh trang tai chinh cua Khach hang thong qua tham dinh tin dung;
To verify the Customer’s financial status through credit appraisal;
e. Dékiém tra, danh gia, thim dinh vé tin dung cua Khach hang;

To inspect, evaluate, and appraise the Customer’s creditworthiness;
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f.  Bé can nhic viéc cung cap hoac tiép tuc cung cap bt ky san pham va dich vu nao ciia HDBank téi
Khéach hang;

To consider whether to provide or continue to provide to the Customer any of HDBank’s products
and services;

g. Décung cép/gt'xi sao ke, tai liéu hodc cac thong bao khac téi Khach hang hodc cac bén khac co lién
quan, va dé cap nhat thong tin ca nhan cua Khach hang, Thong bao cho Khach hang vé nhiing thay
d6i, cap nhat doi vai website, ing dung hoac thiét bi;

To provide/send statements, documents, or other notices to the Customer or to related parties,
update the Customer’s personal information, and notify the Customer of changes and updates to
the website, application or device;

h. Dé nhap va kiém tra tinh day da va chinh xac cua céc dit liéu Khach hang duoc nhap vao hé thong;

To do data entry and to check the completeness and accuracy of customer data inputted in the

system;

i. Dé cai thién chit lugng cac san pham, dich vu caa HDBank (bao gdm viéc dao tao nhan sy cua
HDBank);
To improve the quality of HDBank's products and services (including HDBank's personnel
training);

j.  Dé dinh danh, xac thuc Khach hang dé truy cap tai khoan, dé quan ly viéc truy cap va tinh trang
thanh vién ciia Khach hang vai cac bén thir ba co lién quan;

To identify and authenticate the Customer for account access and to monitor the Customer’s
access and membership with related third parties;

k. Dé thyc hién cac quy dinh lién quan dén an toan hé thong thong tin cia HDBank va bao vé di liéu
ca nhan Khéch hang;

To comply with regulations related to the safety of HDBank's information system and the
protection of Customer's personal data;

I.  Dé quan ly va ghi &m céac cudc goi va cac lién lac théng qua kénh dién tir vai Khéach hang va céc
bén cé lién quan khéc;

To manage and record calls and electronic communications with the Customer and other related
parties;

m. Dé thuc hién va tuan tha céc thoa thuan, hop dong giita HDBank vai cac bén khéc;
To undertake and comply with contractual arrangements between HDBank and other parties;

n. Dé d6i qua thuong, giao qua tang, chuyén doi diém thuong theo thoa thuan gira Khach hang véi
HDBank hoac vai cac bén lién quan khac;

For reward redemption fulfillment, gift delivery, points redemption as agreed between the
Customer and HDBank or other related parties;

0. Dé tién hanh tam kho4, khoa, phong toa hoic déng thé/tai khoan thanh toan/tai khoan ngan hang
dién tir theo thoa thuan gitra Khéach hang véi HDBank;

To perform card/current account/e-banking account suspension, blockage or closure as agreed
between the Customer and HDBank;

p. Dé hiéu rd hon cac nhu ciu dau tu va tinh trang tai chinh hién tai va trong tuong lai cua Khéch
hang;

To better understand the Customer’s current and future investment needs and financial situation;

q. e cai thién, ting cudng cac san pham va dich vu bao gom ca cac dich vy tryc tuyén ciia HDBank
nham muc tiéu phuc vu Khach hang tot hon;

To improve and enhance HDBank’s products and services, including online services, in order to
better serve the Customer;

r. D& phan hoi cac cau hoi va khiéu nai cia Khach hang va dé phuc vu cho viéc giai quyét cac tranh
chap, khiéu nai phét sinh lién quan;
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aa.

bb.

To respond to the Customer’s questions and complaints and to resolve arising disputes and
complaints;

bé tao di li¢u, bao cao va thong ké cho cac bén thir ba khac c6 lién quan cua HDBank hogc theo
yéu cau cua Ngan hang Nha nudc hodc cac co quan nha nuédc ¢ tham quyén hoac céc bén thi ba
khéac co lién quan;

To generate data, reports, and statistics for HDBank'’s related third parties or when requested by
the State Bank of Vietnam, other competent authorities, or related third parties;

Dé tién hanh nghién ciu thi truong, khao sét va phan tich dit ligu lién quan dén bét ky san pham
hoic dich vu nao do HDBank cung cap c6 thé lién quan t6i Khach hang;

To conduct market research, surveys, and data analysis related to any service or product provided
by HDBank which may be relevant to the Customer;

D¢ danh gid rui ro, phéan tich xu huéng, thong ké, 1én ké hoach, bao gom phan tich xir Iy dir lieu vé
thong ké, tin dung, rui ro va phong chong ria tién, dé tao 1ap va duy tri cac hé thong cham diém tin
dung va dé danh gid va duy tri dix liéu vé lich sir tin dung ca nhan;

For risk assessment, statistics, trend analysis, and planning purposes, which include carrying out
data processing and analyses on statistics, credit, risk, and anti-money laundering, to create and
maintain credit scoring models, and to review and maintain credit history of individuals;

Dé cung cap thong tin, dé nghi giao dich va tién hanh tiép thi va khuyén mai téi Khach hang lién
quan den bat ky san pham, dich vu do HDBank hogc cac doi tac cia HDBank cung cap cho Khach
hang ma HDBank Khach hang cé thé quan tam;

To provide information, to offer, and to conduct marketing and promotion to the Customer related
to any products and services provided by HDBank and HDBank’s business partners which may be
of interest to the Customer;

Dé phuc vy hoat dong kiém toan, quan ly rui ro va tuan thu caa HDBank;
For audit, compliance, and risk management purposes of HDBank;

Dé dap tng hoic tuan thu cac chinh sach noi bo cia HDBank va cac quy dinh phap luat, yéu cu
bang vin ban, quyét dinh duoc ban hanh béi toa 4n, cac co quan nha nude cb tham quyén hodc co
quan, t6 chie quan ly khac ma trong d6 HDBank 1 thanh vién tham gia hodc Viét Nam la quéc gia
thanh vién (bao gém nhung khong gidi han viéc tiét 16 thong tin cho cac co quan quan ly, thanh
tra, giam sat hoac kiém toan);

To meet or comply with HDBank’s internal policies and procedures and any applicable
regulations, written requests, and decisions issued by any court, competent state agencies or other
management agencies and organizations of which HDBank is a participating member or of which
Vietnam is a member country (including but not limited to disclosures to regulatory bodies that
perform audit checks, inspection and supervision);

D¢ danh gia bat ky yéu cau mua lai, tién hanh bat ky giao dich mua lai hogc chuyén giao viéc kinh
doanh va/hogc tai san, chuyén giao hodc chuyén nhuong quyen, lgi ich hodc nghia vu theo (nhirng)
hop dong cua Khach hang vai HDBank;

To assess any proposed acquisition, implement any acquisition or transfer of business and/or
assets, transfer or assign rights, interests, or obligations under the Customer’s agreement(s) with
HDBank;

Dé bao vé hoic thyc hién cac quyén cua HDBank, bao gom viéc thu cac khoan phi, thu hoi bat ky
khoan ng nao Khach hang dang ng HDBank;

To protect or enforce HDBank’s rights, which include collection of fees and charges and recovery
of any debt owing to HDBank;

Dé duy tri théng tin chinh xac v& nhan biét Khach hang (KYC), thyc hién viéc tim kiém tén, xéac
minh va kiém tra phong chong rua tién, Fatca, tin dung hoéc céac kiém tra khac theo yéu cau;

To maintain accurate Know Your Customer (KYC) information, to perform name search,
verification, and to conduct anti-money laundering, credit and background checks or other checks
as required;

Dé phat hién, ngin chin, va diéu tra toi pham, hoac cac vi pham c6 thé phaét sinh;

To detect, prevent, and investigate crimes or violations that may arise;
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2.3.

2.4.

2.5.

CC.

dd.

€e.

ff.

bé cung cap thdng tin cho cac bén cung cap dich vu/cac dbi tac ciia HDBank c6 lién quan dén viéc
cung cap san pham, dich vu cho Khach hang;

To provide information to service providers/partners of HDBank related to the provision of
products and services to the Customer;

Phuc vu cho viéc cung cép, van hanh, xi Iy va quan Iy cia HDBank déi véi cac san pham va dich
vu cho Khach hang, va dé phuc vu cac myc dich khac ma HDBank cho la phu hop tai ting thoi
diém; va’hoac;

For the provision, operation, processing, and administration of products and services to the
Customer, and to serve other purposes that HDBank deem appropriate in each period;

HDBank c6 thé st dung dir liéu c& nhan cua Khach hang duoc ghi lai boi hé thong an ninh giam
sat cho cac muc dich sau day: (i) cho muyc dich an ninh cdng cdng va an toan lao dong; (ii) phét
hién va ngan chin cac hanh vi vi pham cd thé phét sinh tai cic dia diém kinh doanh ciia HDBank
hozc trong viéc sir dung cac san pham, dich vu ciia HDBank; (iii) phat hién va ngan chan hanh vi
pham toi; va/hoic (iv) dé tién hanh diéu tra céc van dé phat sinh khac;

HDBank may use the Customer’s personal data captured on security systems for the following
purposes: (i) for public safety and the safety of our employees; (ii) detecting and deterring
violations that may arise at HDBank’s business locations or while using HDBank'’s products and
services; (iii) detecting and deterring criminal behaviors; and/or (iv) conducting incident
investigations;

Cho bét ky muc dich nao khac dwoc yéu cau hoic cho phép boi quy dinh phap luat,

For any other purpose that is required or permitted by provisions of the law.

Loai dir ligu ca nhan

Types of data:

Loai dir liéu c4 nhan duoc st dung lién quan téi muc dich xir ly tai Diéu ndy bao gdm Dir liéu c& nhan
co ban va Dir liéu c& nhan nhay cam.

To provide banking and financial products and services to the Customer, the Customer hereby agrees
that HDBank shall collect and process the Customer’s personal data, which includes: General personal
data and Sensitive personal data.

Cach thuc xi ly dir ligu ca nhan Khach hang:

Customer personal data processing methods:

a.

HDBank va/hoic cac Bén lién quan c6 xir |y dir liéu ca nhan theo sy dong y cua Khéch hang Sé
thuc hién cac hoat dong thu thap, ghi, phan tich, xac nhan, Iuu trir, chinh sta, cong khai, két hop,
truy cap, truy xuét, thu hdi, ma héa, giai ma, sao chép, chia s¢, truyén dua, cung cép, chuyen giao,
x6a, huy dit liéu c& nhan hoic cac hanh dong khac cé lién quan theo quy dinh phap luat nham thyc
hién c&c muc dich theo quy dinh tai khoan 2.2 bén trén.

HDBank and/or related Parties that engage in data processing as consented by the Customer shall
collect, record, analyze, confirm, store, alter, use, disclose, combine, access, trace, retrieve,
encrypt, decrypt, copy, share, transmit, provide, transfer, delete, destroy or conduct any other
relevant activities on personal data which are in accordance with the law for the purposes
specified in Clause 2.2.

Khach hang dong y rang trong qué trinh Khach hang giao dich tai cac dia diém kinh doanh cua
HDBank va/hoac théng qua cac kénh lién lac khiac nhu dwong day néng (hotline) cua HDBank,
trao d6i trén cAc tng dung ngan hang dién tir, HDBank s& ghi lai hinh anh va/hoic giong néi cua
Khéch hang nham thuc hién cac muc dich theo quy dinh tai khoan 2.2 bén trén.

The Customer agrees that during transactions at HDBank's business locations and/or through
other communication channels such as HDBank's hotline and e-banking applications, HDBank
shall record the image and/or voice of the Customer for the purposes specified in Clause 2.2.

Céc chii thé (t6 chie, ca nhan) lién quan dén muc dich xir Iy dir liéu c& nhan Khach hang

Subjects (organizations, individuals) involved in Customer personal data processing:

a.

Can bo nhan vién cua HDBank;

HDBank personnel;
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b.

Céc cong ty con, cong ty lién két cia HDBank;
Subsidiaries and affiliated companies of HDBank;

Céc cdng ty va/hoic cac to chirc dong vai tro 1a cac bén cung cip, ddi tac, dai ly va/hoic céc cd
van, tu van chuyén nghiép cua HDBank, bao gdm nhung khong gidi han & cac cong ty cung cap
dich vu hanh chinh, buu chinh, tiép thi, ban hang, trung tdm cham soc¢ khach hang, quan tri nhan
su, xur ly dir liéu, cdng nghé thong tin, may tinh, thanh toan, thu hoi no, thong tin tin dung va céac
cong ty thuc hién dich vu dinh danh khach hang, luu ky, thé, nghién cau tri truong, md hinh hoa
dir ligu, d6i thuong, luu trit va quan 1y hd so, nhap liéu, phép 1y, phuong tién truyén théng xa hi,
vién thong, két néi mang, dién thoai, co s& ha tang va hd trg cong nghé, quan ly luc lugng lao
d6ng, bao cao rui ro, quyét dinh tin dung, an toan thong tin, trung tam di lidu, hoi thao, cac dich
vu tu van, va/hoic céac dich vu khéc c6 lién quan dén, hodc dé hd trg, cho viéc van hanh hoat dong
kinh doanh caa HDBank;

Companies and/or organizations that act as HDBank’s suppliers, partners, agents and/or
professional advisers, including but not limited to companies providing administrative, postal,
marketing, sales, customer service center, human resource, data processing, information
technology, computer, payment, debt collection, credit information and other customer
identification services, depository, card, market research, data modeling, reward redemption,
records archiving and management, data entry, legal, social media, telecommunication, network
connection, telephone, infrastructure facilities and technology support, workforce management,
risk reporting, credit decision, information security, data center, conferencing, advisory services,
and/or other services in connection with, or to support, HDBank’s business operation;

Bén nhan chuyén nhuong la két qua cua viéc tai co cau, chuyén nhugng danh muc khach hang
thuéc cac san pham dich vu dugc cung cap cho Khach hang hodc mua/bén cac khoan no boi
HDBank;

The transferee is the result of the restructuring and portfolio transferring of products and services
provided to the Customer or the buying/selling of debts by HDBank;

Ngén hang Nha nuéc, Toa an, Trung tam Trong tai, cac Co quan Nha nudc co tham quyén, cac co
quan, t6 chirc ma HDBank dugc phép hodc c6 nghia vu phai tiet 19, cung cap thong tin theo quy
dinh phép luat, hoic theo céc hgp dong, cam két nao khac gitra HDBank véi cac bén nay;

The State Bank of Vietnam, the Court, the Vietnam International Arbitration Center, the competent
State agencies, the agencies and organizations to which HDBank is allowed or obliged to disclose
and provide information in accordance with the law, or under any other contract or commitment
between HDBank and these parties;

Cong ty bao hiém hodc moi gisi bao hiém; Trung tam Thong tin Tin dung Qudc gia Viét Nam
hodc bat ky co quan hodc t6 chic nao khac dugce thanh 1ap boi Ngan hang Nha nugc Viét Nam;
Codng ty théng tin tin dung;

Insurance companies or insurance brokers; the National Credit Information Center of Vietnam or
other agencies or organizations established by the State Bank of Vietnam; Credit information
company;

Céc 6 chuc tin dung, chi nhanh ngan hang nudc ngoai, to chic tai chinh, VISA, MasterCard, JCB
va cac to chuc thé khac lién quan dén bat ky san pham va dich vy nao ma HDBank cung cap cho
Khach hang;

Credit institutions, foreign bank branches, financial institutions, VISA, MasterCard, JCB and
other card associations related to any products and services that HDBank provides to the
Customer;

Bat ky cd nhén, co quan co ‘ghém quyén hodc co quan quan ly hoic bén thir ba ma HDBank duoc
quyén hoac bat budc phai tiét 16 theo quy dinh cua phép luat hoac theo bat ky hop dong, cam két
gitra bén tha ba vai HDBank;

Any individual, authority, regulatory agnecy or third parties to whom HDBank is permitted or

required to disclose under the laws or any contractual or other commitments between third party
and HDBank;

Bat ky c4 nhan, t6 chirc nao thanh toan/sé thuc hién thanh toan bat ky khoan tién nao chua thanh
toan vao bat ky tai khoan thanh toan nao ctua Khéch hang véi HDBank;
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2.6.

2.7.

2.8.

Diéu 3.

Article 3.
3.1

Any individual/organization who is making/to make settlements of any outstanding amount under
any of the Customer’s current account with HDBank;

j.  Bétky ca nhan no c6 lién quan dén viéc thyc thi, duy tri, bao vé bt ky quyén nao ciia HDBank
theo Hop dong san pham, dich vy, cac théa thuan gitta HDBank véi Khéch hang.

Any individual connected to the enforcement or preservation of any of HDBank’s rights under the
Customer’s Products and Services contract and other agreements with HDBank,

Hau qua, thiét hai khdng mong muén cé kha niing xay ra
Undesirable consequences and damage that may occur

Trong qué trinh xu ly dir liéu, HDBank ludn ¢é gang tuan thi cac quy dinh phép luat, dam bao cac hang
rao bao mat, ap dung céc bién phap dam bao an toan hé thong thdng tin hét mic cé thé nham bao mat dir
liéu ca nhan cua Khéch hang & muac cao nhat. Tuy nhién, vi ly do k§ thuat hoic cac ly do khac nam
ngoai su kiém soat cua HDBank, viéc that thoét dir ligu, ro ri théng tin van ¢ thé xay ra va gay nén cac
hau qua, thiét hai khdng mudn @i véi Khach hang va/hoic HDBank. Trong trudng hop ndy, HDBank s&
cb gang hét muc c6 thé dé sira chira va cang ¢d hang rao bao mat, giam thiéu thiét hai phat sinh cho
Khéch hang.

During data processing, HDBank ensures strict legal compliance and data security and takes strict
measures to ensure information system safety in order to protect the Customer's personal data at the
highest level. However, data loss and information leakage may still occur due to technical reasons or
other objective/unforeseen circumstances that are beyond HDBank’s control. In this case, HDBank shall
make its best efforts to repair and strengthen its data security system, reduce the consequences incurred,
and compensate the Customer for the actual damage caused by the loss/leakage.

Thoi gian xir ly dir liéu cd nhan Khéach hang:
Customer personal data processing time:

HDBank s& thuc hién qué trinh xu 1y dit ligu ca nhan Khach hang ngay khi Khach hang bt dau cung cap
dir liéu ca nhan cua Khach hang cho HDBank. Qua trinh xu ly dir liéu ket thic khi HDBank khong con
luu trit bat ky dir liéu ca nhan nao cta Khach hang phu hop theo quy dinh HDBank va theo quy dinh
phap luat.

HDBank shall conduct Customer personal data processing upon the provision of the Customer’s
personal data. Data processing shall end when HDBank no longer stores any personal data of the
Customer, according to the agreements with the Customer, HDBank's regulations, and the law.

Tiét 19
Disclosure

HDBank khong thuc hién tiét 16 dir liéu ca nhan caa Khach hang cho bat ky bén nao khac, ngoai trir cac
truong hop sau day:

HDBank will not disclose the Customer’s personal data to any other party except:
a. Theo céac truong hop dugc quy dinh tai Thong bao nay.
Cases specified in this Notice.

b.  Khi HDBank duoc yéu cau hogc dugc phép tiét 1o theo yéu cau cia co quan nha nuéc c6 tham
quyeén, theo quy dinh ctia phap luat.

When HDBank is required or permitted to do so by the competent state authorities and the law;
¢. Khi HDBank chuyén giao quyén va nghia vu theo cac Hop ddng san pham, dich vu.
When HDBank transfers rights and obligations under the Products and Services Contracts.
d. Khi HDBank thyc hién cac nghia vu véi bt ky co quan quan 1y lién quan.
When HDBank is required to meet its obligations to any relevant regulatory authority.
Piéu khoan thi hanh
Enforcement provisions

Théng béo xu ly dit liéu ca nhan nay la mot phan dinh kém, khong tach roi cua cac Hop dong san pham,
dich vu da dugc giao két gitra HDBank vai Khach hang ky keét.
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The Notice of Personal Data Processing is attached to and is an integral part of the Product and
Service Contracts signed between HDBank and the Customer.

3.2.  Thong bio nay duoc Iap song ngir bang tiéng Anh va tiéng Viét, truong hop c6 sw mau thuan giira tiéng
Anh va tiéng Viét thi tiéng Viét uu tién ap dung.

The Notice of Personal Data Processing is prepared in English and Vietnamese. In case of any
discrepancies between the English and Vietnamese versions, the Vietnamese version shall prevail.

XAC NHAN CUA KHACH HANG!
CUSTOMER’S CONFIRMATION*
T6i x&c nhan da biét ro va dong ¥ vé cac ngi dung théng bao ciia HDBank cho tdi vé viéc xiz Iy di ligu c& nhan
Cua t6i trude khi toi dong y cho HDBank xur ly diz liéu ca nhan cua toi

I confirm that | know and agree to the contents of the notice HDBank sent to me about the processing of my personal
data before | consent to HDBank processing my personal data.

1 Trong truong hop khach hang giao dich triec tiép tai qudy, KH ky ghi 16 ho tén va sé gidy to tiry than.
In case of direct transactions at the counter, the Customer must sign with their full name and identification document number.
Truong hgp khéch hang giao dich triec tuyén, KH thé hién ngi dung di dong y bang viéc tick chon/xdc nhan.
In the case of online transactions, the Customer must put a tick to show that they agree to the contents.

Trueong hop Théng bdo dwoc giti dén cho KH thi khong thé hién phdn ngi dung xdc nhan.

In case the Notice is sent to the Customer, the Customer’s confirmation section will not be shown.
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